

    
      
          
            
  
Welcome to Read the Docs

This is an autogenerated index file.

Please create an index.rst or README.rst file with your own content
under the root (or /docs) directory in your repository.

If you want to use another markup, choose a different builder in your settings.
Check out our Getting Started Guide [https://docs.readthedocs.io/en/latest/getting_started.html] to become more
familiar with Read the Docs.
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Welcome to PHoSphorus

[image: _images/phs.svg]GitHub issues [https://github.com/tipul07/phs/issues/]
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[image: _images/phs4.svg]GitHub HitCount [http://hits.dwyl.io/tipul07/phs]

Latest version 1.1.9.2

Minimum PHP version required 7.4+ (required for class autloading)

NOTE: until 1.1.7.4 minimum PHP version required was 5.6+ (required in 3rd party register/login)

NOTE: until 1.1.4.5 minimum PHP version required was 5.4+.

NOTE: Using gitflow starting with 1.1.4.0.

Please, read our documentation (work in progress): Here [https://github.com/tipul07/phs/wiki]


Built-in functionalities:


	Modular functionalities using plugins


	User management:


	Predefined user roles: guest, member, operator, admin, super-admin and developer, however authorization is done using roles


	Setup password validation rules such as force users to change passwords after x days, don’t allow changing password to an already used passwords


	Use nickname or email when authenticating users


	Account activation (if required) and email validation






	Register and login 3rd party services


	Register and Login using Apple


	Register and Login using Facebook






	Roles system:


	Role units give access to a user to specific functionalities


	Role units are grouped in roles


	Roles are assigned to users


	An admin account can define custom roles which give users access to different sections of the site






	Email sending


	Send emails using SMTP


	Send email using SendGrid






	Built-in backup system


	Create backups for database and uploaded content based on rules (daily, weekly, once x days etc.)


	Delete old backups (older than x days)


	Upload backup archives to a sFTP server (if required)






	Built-in paginator for reports


	Base model, columns, filters and actions definitions are required in order to present listings


	Paginator handles CSV exports with no extra coding


	Can use same action to generate JSON response when requesting action with an API call






	Background tasks management


	Agent jobs: actions exectuted once x seconds (depending on crontab setup)


	Event based background actions






	Mobile applications integration


	Register/login accounts using mobile API plugin


	Send push notifications (GCM and APN) to registered devices/accounts






	Internal messaging


	Email like messaging system


	Custom message types can be programmatically added






	Other built-in features


	Custom Captcha


	Cookie acceptance notification


	Simple BB editor


	HubSpot integration


	MailChimp integration












          

      

      

    

  

    
      
          
            
  

name: Bug report
about: Create a report to help us improve
title: ‘’
labels: ‘’
assignees: ‘’



Before submitting your bug
Please make sure you update PHS to the latest version. Updating PHS is mostly of the time backwards compatible. In case anything breaks with an update, I will make a notification in the release notes.

Describe the bug
A clear and concise description of what the bug is.

To Reproduce
Steps to reproduce the behavior:


	Go to ‘…’


	Click on ‘….’


	Scroll down to ‘….’


	See error




Expected behavior
A clear and concise description of what you expected to happen.

Screenshots
If applicable, add screenshots to help explain your problem.

Additional context
Add any other context about the problem here.



          

      

      

    

  

    
      
          
            
  

name: Feature request
about: Suggest an idea for this project
title: ‘’
labels: ‘’
assignees: ‘’



Is your feature request related to a problem? Please describe.
A clear and concise description of what the problem is. Ex. I’m always frustrated when […]

Describe the solution you’d like
A clear and concise description of what you want to happen.

Describe alternatives you’ve considered
A clear and concise description of any alternative solutions or features you’ve considered.

Additional context
Add any other context or screenshots about the feature request here.



          

      

      

    

  

    
      
          
            
  
Language file specifications

All texts used in this framework will be loaded from CSV (Comma Separated Values) files. We use CSV format because files are easily editable using Excel or equivalent applications.

First column should not be edited at all as it is used as “text identifier” for language system. Second column represents the translation of first column in language defined by the file.

System will ensure all csv files are UTF-8 encoded, that’s why you will see {lang}-utf8.csv files (eg. en-utf8.csv) These files are UTF-8 encoded version of you original csv file.
When you want to change language texts don’t edit these {lang}-utf8.csv file, but the original {lang}.csv file. System will always assume {lang}-utf8.csv file is UTF-8 encoding of original file
and will do no checks to see if original {lang}.csv file is UTF-8 encoded and will overwrite {lang}-utf8.csv files when converting them to UTF-8 encoding, so please don’t alter these files.
If, however you do edit these files, you can safely remove it as system will generate new one if {lang}-utf8.csv file is not found.

NOTE FOR WINDOWS SERVERS: as Windows machine doesn’t have a native solution for converting UTF-16 files to UTF-8 files you will have to convert {lang}.csv file to UTF-8 encoding to {lang}-utf8.csv file.

.




          

      

      

    

  

    
      
          
            
  
Change Log

All notable changes to this project will be documented in this file.

This project adheres to Semantic Versioning [http://semver.org/].


[2020-11-05] Version 3.13.0

Library - Feature


	PR #101 [https://github.com/sendgrid/php-http-client/pull/101]: Allows for a user to utilize self-signed certificates. Thanks to @davcpas1234 [https://github.com/davcpas1234]!






[2020-10-14] Version 3.12.0

Library - Feature


	PR #103 [https://github.com/sendgrid/php-http-client/pull/103]: Throw an InvalidRequest whenever a curl request fails. Thanks to @colinodell [https://github.com/colinodell]!






[2020-08-19] Version 3.11.1

Library - Docs


	PR #116 [https://github.com/sendgrid/php-http-client/pull/116]: Add first-timers.md for newcomers. Thanks to @daniloff200 [https://github.com/daniloff200]!




Library - Chore


	PR #145 [https://github.com/sendgrid/php-http-client/pull/145]: update GitHub branch references to use HEAD. Thanks to @thinkingserious [https://github.com/thinkingserious]!






[2020-07-22] Version 3.11.0

Library - Test


	PR #120 [https://github.com/sendgrid/php-http-client/pull/120]: test enhancements. Thanks to @peter279k [https://github.com/peter279k]!




Library - Feature


	PR #109 [https://github.com/sendgrid/php-http-client/pull/109]: automatic code style checking. Thanks to @misantron [https://github.com/misantron]!






[2020-06-24] Version 3.10.8

Library - Fix


	PR #143 [https://github.com/sendgrid/php-http-client/pull/143]: Composer configuration, typos and type hints. Thanks to @kampalex [https://github.com/kampalex]!






[2020-06-10] Version 3.10.7

Library - Fix


	PR #144 [https://github.com/sendgrid/php-http-client/pull/144]: replace Throwable with Exception. Thanks to @childish-sambino [https://github.com/childish-sambino]!






[2020-04-29] Version 3.10.6

Library - Fix


	PR #141 [https://github.com/sendgrid/php-http-client/pull/141]: add the singular ‘suppression’ method. Thanks to @childish-sambino [https://github.com/childish-sambino]!






[2020-03-18] Version 3.10.5

Library - Docs


	PR #111 [https://github.com/sendgrid/php-http-client/pull/111]: run .md files through grammarly. Thanks to @redbrickone [https://github.com/redbrickone]!






[2020-03-04] Version 3.10.4

Library - Chore


	PR #140 [https://github.com/sendgrid/php-http-client/pull/140]: add PHP 7.4 to Travis and test with lowest dependencies. Thanks to @childish-sambino [https://github.com/childish-sambino]!






[2020-02-19] Version 3.10.3

Library - Fix


	PR #134 [https://github.com/sendgrid/php-http-client/pull/134]: Change contactsdb to marketing api #133. Thanks to @murich [https://github.com/murich]!






[2020-01-22] Version 3.10.2

Library - Docs


	PR #139 [https://github.com/sendgrid/php-http-client/pull/139]: baseline all the templated markdown docs. Thanks to @childish-sambino [https://github.com/childish-sambino]!






[2020-01-09] Version 3.10.1

Library - Chore


	PR #138 [https://github.com/sendgrid/php-http-client/pull/138]: prep the repo for automated releasing. Thanks to @childish-sambino [https://github.com/childish-sambino]!


	PR #135 [https://github.com/sendgrid/php-http-client/pull/135]: add more PHP versions to .travis.yml. Thanks to @PaiizZ [https://github.com/PaiizZ]!




Library - Docs


	PR #122 [https://github.com/sendgrid/php-http-client/pull/122]: fix grammar in Readme. Thanks to @jmauerhan [https://github.com/jmauerhan]!






[2019-12-11] Version 3.10.0

Library - Fix


	PR #99 [https://github.com/sendgrid/php-http-client/pull/99]: Throw InvalidRequest exception on invalid CURL request. Thanks to @alextech [https://github.com/alextech]!




Library - Docs


	PR #102 [https://github.com/sendgrid/php-http-client/pull/102]: Create a Use Cases Directory. Thanks to @ProZsolt [https://github.com/ProZsolt]!


	PR #106 [https://github.com/sendgrid/php-http-client/pull/106]: Only mention the lowest required PHP version in README. Thanks to @svenluijten [https://github.com/svenluijten]!






[3.9.6] - 2018-04-10


Added


	PR #98 [https://github.com/sendgrid/php-http-client/pull/98]. Updated documention of Client.php using PHPDoc.


	Thanks to Martijn Melchers [https://github.com/martijnmelchers] for the pull request!







[3.9.5] - 2018-03-26


Added


	Fixes #94 [https://github.com/sendgrid/php-http-client/issues/94], PR #95 [https://github.com/sendgrid/php-http-client/pull/95]: CreateCurlOptions method regression tests


	Thanks to Alexandr Ivanov [https://github.com/misantron] for the pull request!







[3.9.4] - 2018-03-22


Fixed


	Fixes #586 [https://github.com/sendgrid/sendgrid-php/issues/586], PR #96 [https://github.com/sendgrid/php-http-client/pull/96]: Fix constructor function signature regression.







[3.9.3] - 2018-03-11


Fixed


	Fixes #584 [https://github.com/sendgrid/sendgrid-php/issues/584], PR #93 [https://github.com/sendgrid/php-http-client/pull/93]: Don’t overwrite headers set from upstream dependencies.







[3.9.2] - 2018-03-10


Fixed


	Fixes #12 [https://github.com/sendgrid/php-http-client/issues/12], PR #91 [https://github.com/sendgrid/php-http-client/pull/91]: Curl Options broken as array merge does not preserve keys.







[3.9.1] - 2018-03-09


Fixed


	Fixes #88 [https://github.com/sendgrid/php-http-client/issues/88], PR #89 [https://github.com/sendgrid/php-http-client/pull/89]: Restore missing function ‘prepareResponse’ due to bad previous merge.







[3.9.0] - 2018-03-08


Added


	PR #24 [https://github.com/sendgrid/php-http-client/pull/24]: implements sending concurrent requests with curl multi, thanks to Tuan Nguyen [https://github.com/lightbringer1991] for the PR!


	PR #25 [https://github.com/sendgrid/php-http-client/pull/25]: Add description how install php-http-client manually, thanks to Ivan [https://github.com/janczer] for the PR!


	PR #28 [https://github.com/sendgrid/php-http-client/pull/28]: Create code of conduct, thanks to Alexander Androsyuk [https://github.com/alex2sat] for the PR!


	Closes #32 [https://github.com/sendgrid/php-http-client/issues/32], PR #33 [https://github.com/sendgrid/php-http-client/pull/33]: Added TROUBLESHOOTING + Debug Info, thanks to Braunson Yager [https://github.com/Braunson] for the PR!


	Closes #35 [https://github.com/sendgrid/php-http-client/issues/35], PR #37 [https://github.com/sendgrid/php-http-client/pull/37]: Update README badges, thanks to Tim Harshman [https://github.com/goteamtim] for the PR!


	Closes #34 [https://github.com/sendgrid/php-http-client/issues/34], PR #38 [https://github.com/sendgrid/php-http-client/pull/38]: Update .md files with hyphen vs underscore for page links to enhance SEO, thanks to Eric Kates [https://github.com/positronek] for the PR!


	Closes #39 [https://github.com/sendgrid/php-http-client/issues/39], PR #40 [https://github.com/sendgrid/php-http-client/pull/40]: Added Packagist badge to README, thanks to Rakshan Shetty [https://github.com/rakshans1] for the PR!


	PR #41 [https://github.com/sendgrid/php-http-client/pull/41]: Add table of contents in README.md, thanks to thepriefy [https://github.com/thepriefy] for the PR!


	PR #42 [https://github.com/sendgrid/php-http-client/pull/42]: Add SendGrid logo at the top of README.md, thanks to thepriefy [https://github.com/thepriefy] for the PR!


	PR #43 [https://github.com/sendgrid/php-http-client/pull/43]: Add License section to the README.md, thanks to thepriefy [https://github.com/thepriefy] for the PR!


	Closes #46 [https://github.com/sendgrid/php-http-client/issues/46], PR #47 [https://github.com/sendgrid/php-http-client/pull/47]: Create Pull Request Template, thanks to Paweł Lewtak [https://github.com/pawel-lewtak] for the PR!


	Closes #48 [https://github.com/sendgrid/php-http-client/issues/48], PR #51 [https://github.com/sendgrid/php-http-client/pull/51]: Added example file, updated .gitignore and README, thanks to Diego Rocha [https://github.com/dhsrocha] for the PR!


	PR #53 [https://github.com/sendgrid/php-http-client/pull/53]: README and usage example update, thanks to Alexandr Ivanov [https://github.com/misantron] for the PR!


	PR #55 [https://github.com/sendgrid/php-http-client/pull/55]: Code climate config, thanks to Alexandr Ivanov [https://github.com/misantron] for the PR!


	Closes #58 [https://github.com/sendgrid/php-http-client/pull/58], PR #60 [https://github.com/sendgrid/php-http-client/pull/60]: Adds unit test for checking file existence in repo, thanks to Michele Orselli [https://github.com/micheleorselli] for the PR!


	Closes #57 [https://github.com/sendgrid/php-http-client/pull/57], PR #61 [https://github.com/sendgrid/php-http-client/pull/61]: Adds unit test for checking year on licence, thanks to Michele Orselli [https://github.com/micheleorselli] for the PR!


	Closes #50 [https://github.com/sendgrid/php-http-client/issues/50], PR #62 [https://github.com/sendgrid/php-http-client/pull/62]: Create USAGE.md, thanks to Nitanshu [https://github.com/nvzard] for the PR!


	Closes #57 [https://github.com/sendgrid/php-http-client/issues/57], PR #66 [https://github.com/sendgrid/php-http-client/pull/66]: Add unit test for license year, thanks to Alex [https://github.com/pushkyn] for the PR!


	Closes #67 [https://github.com/sendgrid/php-http-client/issues/67], PR #68 [https://github.com/sendgrid/php-http-client/pull/68]: Add CodeCov support to .travis.yml, thanks to Manjiri Tapaswi [https://github.com/mptap] for the PR!


	Closes #49 [https://github.com/sendgrid/php-http-client/issues/49], PR #73 [https://github.com/sendgrid/php-http-client/pull/73]: Create Dockerfile, thanks to Jessica Mauerhan [https://github.com/jmauerhan] for the PR!


	Closes #76 [https://github.com/sendgrid/php-http-client/issues/76], PR #78 [https://github.com/sendgrid/php-http-client/pull/78]: Added Pull Requests Review section to CONTRIBUTE.md Closes, thanks to Povilas Balzaravičius [https://github.com/Pawka] for the PR!


	Closes #63 [https://github.com/sendgrid/php-http-client/issues/63], PR #79 [https://github.com/sendgrid/php-http-client/pull/79]: Refactor makeRequest method, thanks to Michael Dennis [https://github.com/michaeljdennis] for the PR!


	PR #82 [https://github.com/sendgrid/php-http-client/pull/82]: Add JsonSerializable type to phpDoc of $body parameter in makeRequest method, thanks to Jan Konáš [https://github.com/jankonas] for the PR!


	PR #85 [https://github.com/sendgrid/php-http-client/pull/85]: Updated the PHP Version details, thanks to Siddhant Sharma [https://github.com/ssiddhantsharma] for the PR!


	PR #86 [https://github.com/sendgrid/php-http-client/pull/86]: Add phpdoc for send method, thanks to Vitaliy Ryaboy [https://github.com/rvitaliy] for the PR!


	PR #84 [https://github.com/sendgrid/php-http-client/pull/84]: Update Docker instructions






Fixed


	PR #26 [https://github.com/sendgrid/php-http-client/pull/26]: README typo, thanks to Cícero Pablo [https://github.com/ciceropablo] for the PR!


	PR #30 [https://github.com/sendgrid/php-http-client/pull/30], Fixes #18 [https://github.com/sendgrid/php-http-client/issues/18]: Disable CURLOPT_FAILONERROR, thanks to Zsolt Prontvai [https://github.com/ProZsolt] for the PR!


	PR #44 [https://github.com/sendgrid/php-http-client/pull/44]: Fix Typo and add missing links to README, thanks to Alex [https://github.com/pushkyn] for the PR!


	PR #52 [https://github.com/sendgrid/php-http-client/pull/52]: Fix syntax errors in README examples, thanks to Michael Spiss [https://github.com/michaelspiss] for the PR!


	Fixes #56 [https://github.com/sendgrid/php-http-client/pull/56], PR #59 [https://github.com/sendgrid/php-http-client/pull/59]: Update LICENSE - fix year, thanks to Alex [https://github.com/pushkyn] for the PR!


	PR #69 [https://github.com/sendgrid/php-http-client/pull/69]: Remove extra parenthesis from README, thanks to Jessica Mauerhan [https://github.com/jmauerhan] for the PR!


	PR #71 [https://github.com/sendgrid/php-http-client/pull/71]: Fix typo in CONTRIBUTING.md, thanks to thepriefy [https://github.com/thepriefy] for the PR!


	Fixes #81 [https://github.com/sendgrid/php-http-client/issues/81], PR #87 [https://github.com/sendgrid/php-http-client/pull/87]: Stop using insecure option by default







[3.8.0] - 2017-09-13


Added


	Pull request #23: Automatically retry when rate limit is reached [https://github.com/sendgrid/php-http-client/pull/23]


	Thanks to Budi Chandra [https://github.com/budirec] for the pull request!







[3.7.0] - 2017-05-04


Added


	Pull request #19: Added ability to get headers as associative array [https://github.com/sendgrid/php-http-client/pull/19]


	Solves issue #361: https://github.com/sendgrid/sendgrid-php/issues/361


	Thanks to Alexander [https://github.com/mazanax] for the pull request!







[3.6.0] - 2017-03-01


Added


	Pull request #16: Pass the curlOptions to the client in buildClient [https://github.com/sendgrid/php-http-client/pull/16]


	Thanks to Baptiste Clavié [https://github.com/Taluu] for the pull request!







[3.5.1] - 2016-11-17


Fixed


	Pull request #13, fixed issue #12: Change from to php union operator to combine curl options [https://github.com/sendgrid/php-http-client/pull/13]


	Thanks to emil [https://github.com/emilva] for the pull request!







[3.5.0] - 2016-10-18


Added


	Pull request #11: Added curlOptions property to customize curl instance [https://github.com/sendgrid/php-http-client/pull/11]


	Thanks to Alain Tiemblo [https://github.com/ninsuo] for the pull request!







[3.4.0] - 2016-09-27


Added


	Pull request #9: Add getters for certain properties [https://github.com/sendgrid/php-http-client/pull/9]


	Thanks to Arjan Keeman [https://github.com/akeeman] for the pull request!







[3.3.0] - 2016-09-13


Added


	Pull request #6: Library refactoring around PSR-2 / PSR-4 code standards [https://github.com/sendgrid/php-http-client/pull/6]


	Thanks to Alexandr Ivanov [https://github.com/misantron] for the pull request!







[3.1.0] - 2016-06-10


Added


	Automatically add Content-Type: application/json when there is a request body







[3.0.0] - 2016-06-06


Changed


	Made the Request and Response variables non-redundant. e.g. request.requestBody becomes request.body







[2.0.2] - 2016-02-29


Fixed


	Renaming files to conform to PSR-0, git ignored the case in 2.0.1







[2.0.1] - 2016-02-29


Fixed


	Renaming files to conform to PSR-0







[1.0.1] - 2016-02-29


Fixed


	Composer/Packagist install issues resolved







[1.0.0] - 2016-02-29


Added


	We are live!









          

      

      

    

  

    
      
          
            
  
Contributor Covenant Code of Conduct


Our Pledge

In the interest of fostering an open and welcoming environment, we as
contributors and maintainers pledge to making participation in our project and
our community a harassment-free experience for everyone, regardless of age, body
size, disability, ethnicity, sex characteristics, gender identity and expression,
level of experience, education, socio-economic status, nationality, personal
appearance, race, religion, or sexual identity and orientation.



Our Standards

Examples of behavior that contributes to creating a positive environment
include:


	Using welcoming and inclusive language


	Being respectful of differing viewpoints and experiences


	Gracefully accepting constructive criticism


	Focusing on what is best for the community


	Showing empathy towards other community members




Examples of unacceptable behavior by participants include:


	The use of sexualized language or imagery and unwelcome sexual attention or
advances


	Trolling, insulting/derogatory comments, and personal or political attacks


	Public or private harassment


	Publishing others’ private information, such as a physical or electronic
address, without explicit permission


	Other conduct which could reasonably be considered inappropriate in a
professional setting






Our Responsibilities

Project maintainers are responsible for clarifying the standards of acceptable
behavior and are expected to take appropriate and fair corrective action in
response to any instances of unacceptable behavior.

Project maintainers have the right and responsibility to remove, edit, or
reject comments, commits, code, wiki edits, issues, and other contributions
that are not aligned to this Code of Conduct, or to ban temporarily or
permanently any contributor for other behaviors that they deem inappropriate,
threatening, offensive, or harmful.



Scope

This Code of Conduct applies both within project spaces and in public spaces
when an individual is representing the project or its community. Examples of
representing a project or community include using an official project e-mail
address, posting via an official social media account, or acting as an appointed
representative at an online or offline event. Representation of a project may be
further defined and clarified by project maintainers.



Enforcement

Instances of abusive, harassing, or otherwise unacceptable behavior may be
reported by contacting the project team at open-source@twilio.com. All
complaints will be reviewed and investigated and will result in a response that
is deemed necessary and appropriate to the circumstances. The project team is
obligated to maintain confidentiality with regard to the reporter of an incident.
Further details of specific enforcement policies may be posted separately.

Project maintainers who do not follow or enforce the Code of Conduct in good
faith may face temporary or permanent repercussions as determined by other
members of the project’s leadership.



Attribution

This Code of Conduct is adapted from the Contributor Covenant [https://www.contributor-covenant.org], version 1.4,
available at https://www.contributor-covenant.org/version/1/4/code-of-conduct.html





          

      

      

    

  

    
      
          
            
  Hello! Thank you for choosing to help contribute to one of the SendGrid open source projects. There are many ways you can contribute and help is always welcome.  We merely ask that you follow the following contribution policies.


	Feature Request


	Submit a Bug Report


	Improvements to the Codebase


	Understanding the Code Base


	Testing


	Style Guidelines & Naming Conventions


	Creating a Pull Request


	Code Reviews




[bookmark: feature-request]


Feature Request

If you’d like to make a feature request, please read this section.

The GitHub issue tracker is the preferred channel for library feature requests, but please respect the following restrictions:


	Please search for existing issues to ensure we don’t have duplicate bugs/feature requests.


	Please be respectful and considerate of others when commenting on issues




[bookmark: submit-a-bug-report]



Submit a Bug Report

Note: DO NOT include your credentials in ANY code examples, descriptions, or media you make public.

A software bug is a demonstrable issue in the code base. For us to diagnose the issue and respond as quickly as possible, please add as much detail as possible into your bug report.

Before you decide to create a new issue, please try the following:


	Check the Github issues tab if the identified issue has already been reported, if so, please add a +1 to the existing post.


	Update to the latest version of this code and check if the issue has already been fixed


	Copy and fill in the Bug Report Template we have provided below





Please use our Bug Report Template

In order to make the process easier, we’ve included a sample bug report template.

[bookmark: improvements-to-the-codebase]




Improvements to the Codebase

We welcome direct contributions to the php-http-client code base. Thank you!


Development Environment


Install and Run Locally


Prerequisites


	PHP 5.6 or 7.0


	Composer [https://getcomposer.org/]






Initial setup:

git clone https://github.com/sendgrid/php-http-client.git
cd php-http-client









Environment Variables

First, get your free SendGrid account here [https://sendgrid.com/free?source=php-http-client].

Next, update your environment with your SENDGRID_API_KEY [https://app.sendgrid.com/settings/api_keys].

echo "export SENDGRID_API_KEY='YOUR_API_KEY'" > sendgrid.env
echo "sendgrid.env" >> .gitignore
source ./sendgrid.env






Execute:

See the examples folder.

[bookmark: understanding-the-codebase]





Understanding the Code Base

/examples

Working examples that demonstrate usage.

/test/unit

Unit tests.

/lib/SendGrid/Client.php

An HTTP client with a fluent interface using method chaining and reflection. By returning $this on __call, we can dynamically build the URL using method chaining and __call allows us to dynamically receive the method calls to achieve reflection.

This allows for the following mapping from a URL to a method chain:

/api_client/{api_key_id}/version maps to client->api_client().->_($api_key_id)->version-><method>() where  is a HTTP verb.
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How To Contribute to Twilio SendGrid Repositories via GitHub

Contributing to the Twilio SendGrid repositories is easy! All you need to do is find an open issue (see the bottom of this page for a list of repositories containing open issues), fix it and submit a pull request. Once you have submitted your pull request, the team can easily review it before it is merged into the repository.

To make a pull request, follow these steps:


	Log into GitHub. If you do not already have a GitHub account, you will have to create one in order to submit a change. Click the Sign up link in the upper right-hand corner to create an account. Enter your username, password, and email address. If you are an employee of Twilio SendGrid, please use your full name with your GitHub account and enter Twilio SendGrid as your company so we can easily identify you.





	Fork [https://help.github.com/fork-a-repo/] the php-http-client [https://github.com/sendgrid/php-http-client] repository:





	Clone  your fork via the following commands:




# Clone your fork of the repo into the current directory
git clone https://github.com/your_username/php-http-client
# Navigate to the newly cloned directory
cd php-http-client
# Assign the original repo to a remote called "upstream"
git remote add upstream https://github.com/sendgrid/php-http-client






Don’t forget to replace your_username in the URL by your real GitHub username.





	Create a new topic branch (off the main project development branch) to contain your feature, change, or fix:




git checkout -b <topic-branch-name>






	Commit your changes in logical chunks.




Please adhere to these git commit message guidelines [http://tbaggery.com/2008/04/19/a-note-about-git-commit-messages.html] or your code is unlikely be merged into the main project. Use Git’s interactive rebase [https://help.github.com/articles/interactive-rebase] feature to tidy up your commits before making them public. Probably you will also have to create tests (if needed) or create or update the example code that demonstrates the functionality of this change to the code.


	Locally merge (or rebase) the upstream development branch into your topic branch:




git pull [--rebase] upstream main






	Push your topic branch up to your fork:




git push origin <topic-branch-name>






	Open a Pull Request [https://help.github.com/articles/creating-a-pull-request/#changing-the-branch-range-and-destination-repository/] with a clear title and description against the main branch. All tests must be passing before we will review the PR.





Important notice

Before creating a pull request, make sure that you respect the repository’s constraints regarding contributions. You can find them in the CONTRIBUTING.md file.



Repositories with Open, Easy, Help Wanted, Issue Filters


	Python SDK [https://github.com/sendgrid/sendgrid-python/issues?utf8=%E2%9C%93&q=is%3Aopen+label%3A%22difficulty%3A+easy%22+label%3A%22status%3A+help+wanted%22]


	PHP SDK [https://github.com/sendgrid/sendgrid-php/issues?utf8=%E2%9C%93&q=is%3Aopen+label%3A%22difficulty%3A+easy%22+label%3A%22status%3A+help+wanted%22]


	C# SDK [https://github.com/sendgrid/sendgrid-csharp/issues?utf8=%E2%9C%93&q=is%3Aopen+label%3A%22difficulty%3A+easy%22+label%3A%22status%3A+help+wanted%22]


	Ruby SDK [https://github.com/sendgrid/sendgrid-ruby/issues?utf8=%E2%9C%93&q=is%3Aopen+label%3A%22difficulty%3A+easy%22+label%3A%22status%3A+help+wanted%22]


	Node.js SDK [https://github.com/sendgrid/sendgrid-nodejs/issues?utf8=%E2%9C%93&q=is%3Aopen+label%3A%22difficulty%3A+easy%22+label%3A%22status%3A+help+wanted%22]


	Java SDK [https://github.com/sendgrid/sendgrid-java/issues?utf8=%E2%9C%93&q=is%3Aopen+label%3A%22difficulty%3A+easy%22+label%3A%22status%3A+help+wanted%22]


	Go SDK [https://github.com/sendgrid/sendgrid-go/issues?utf8=%E2%9C%93&q=is%3Aopen+label%3A%22difficulty%3A+easy%22+label%3A%22status%3A+help+wanted%22]


	Python SMTPAPI Client [https://github.com/sendgrid/smtpapi-python/issues?utf8=%E2%9C%93&q=is%3Aopen+label%3A%22difficulty%3A+easy%22+label%3A%22status%3A+help+wanted%22]


	PHP SMTPAPI Client [https://github.com/sendgrid/smtpapi-php/issues?utf8=%E2%9C%93&q=is%3Aopen+label%3A%22difficulty%3A+easy%22+label%3A%22status%3A+help+wanted%22]


	C# SMTPAPI Client [https://github.com/sendgrid/smtpapi-csharp/issues?utf8=%E2%9C%93&q=is%3Aopen+label%3A%22difficulty%3A+easy%22+label%3A%22status%3A+help+wanted%22]


	Ruby SMTPAPI Client [https://github.com/sendgrid/smtpapi-ruby/issues?utf8=%E2%9C%93&q=is%3Aopen+label%3A%22difficulty%3A+easy%22+label%3A%22status%3A+help+wanted%22]


	Node.js SMTPAPI Client [https://github.com/sendgrid/smtpapi-nodejs/issues?utf8=%E2%9C%93&q=is%3Aopen+label%3A%22difficulty%3A+easy%22+label%3A%22status%3A+help+wanted%22]


	Java SMTPAPI Client [https://github.com/sendgrid/smtpapi-java/issues?utf8=%E2%9C%93&q=is%3Aopen+label%3A%22difficulty%3A+easy%22+label%3A%22status%3A+help+wanted%22]


	Go SMTPAPI Client [https://github.com/sendgrid/smtpapi-go/issues?utf8=%E2%9C%93&q=is%3Aopen+label%3A%22difficulty%3A+easy%22+label%3A%22status%3A+help+wanted%22]


	Python HTTP Client [https://github.com/sendgrid/python-http-client/issues?utf8=%E2%9C%93&q=is%3Aopen+label%3A%22difficulty%3A+easy%22+label%3A%22status%3A+help+wanted%22]


	PHP HTTP Client [https://github.com/sendgrid/php-http-client/issues?utf8=%E2%9C%93&q=is%3Aopen+label%3A%22difficulty%3A+easy%22+label%3A%22status%3A+help+wanted%22]


	C# HTTP Client [https://github.com/sendgrid/csharp-http-client/issues?utf8=%E2%9C%93&q=is%3Aopen+label%3A%22difficulty%3A+easy%22+label%3A%22status%3A+help+wanted%22]


	Java HTTP Client [https://github.com/sendgrid/java-http-client/issues?utf8=%E2%9C%93&q=is%3Aopen+label%3A%22difficulty%3A+easy%22+label%3A%22status%3A+help+wanted%22]


	Ruby HTTP Client [https://github.com/sendgrid/ruby-http-client/issues?utf8=%E2%9C%93&q=is%3Aopen+label%3A%22difficulty%3A+easy%22+label%3A%22status%3A+help+wanted%22]


	Go HTTP Client [https://github.com/sendgrid/rest/issues?utf8=%E2%9C%93&q=is%3Aopen+label%3A%22difficulty%3A+easy%22+label%3A%22status%3A+help+wanted%22]


	Open API Definition [https://github.com/sendgrid/sendgrid-oai/issues?utf8=%E2%9C%93&q=is%3Aopen+label%3A%22difficulty%3A+easy%22+label%3A%22status%3A+help+wanted%22]


	DX Automator [https://github.com/sendgrid/dx-automator/issues?utf8=%E2%9C%93&q=is%3Aopen+label%3A%22difficulty%3A+easy%22+label%3A%22status%3A+help+wanted%22]


	Documentation [https://github.com/sendgrid/docs/issues?utf8=%E2%9C%93&q=is%3Aopen+label%3A%22difficulty%3A+easy%22+label%3A%22status%3A+help+wanted%22]
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Issue Summary

A summary of the issue and the environment in which it occurs. If suitable, include the steps required to reproduce the bug. Please feel free to include screenshots, screencasts, or code examples.



Steps to Reproduce


	This is the first step


	This is the second step


	Further steps, etc.






Code Snippet

# paste code here







Exception/Log

# paste exception/log here







Technical details:


	php-http-client version:


	php version:
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Fixes

A short description of what this PR does.


Checklist


	[x] I acknowledge that all my contributions will be made under the project’s license


	[ ] I have made a material change to the repo (functionality, testing, spelling, grammar)


	[ ] I have read the Contribution Guidelines [https://github.com/sendgrid/php-http-client/blob/main/CONTRIBUTING] and my PR follows them


	[ ] I have titled the PR appropriately


	[ ] I have updated my branch with the main branch


	[ ] I have added tests that prove my fix is effective or that my feature works


	[ ] I have added the necessary documentation about the functionality in the appropriate .md file


	[ ] I have added inline documentation to the code I modified




If you have questions, please file a support ticket [https://support.sendgrid.com], or create a GitHub Issue in this repository.
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Quickly and easily access any RESTful or RESTful-like API.

If you are looking for the SendGrid API client library, please see this repo [https://github.com/sendgrid/sendgrid-php].


Announcements

The default branch name for this repository has been changed to main as of 07/27/2020.

All updates to this library are documented in our CHANGELOG.
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Installation


Prerequisites


	PHP version 5.6, 7.0, 7.1, 7.2, 7.3, or 7.4






Install with Composer

Add php-http-client to your composer.json file. If you are not using Composer [http://getcomposer.org], you should be. It’s an excellent way to manage dependencies in your PHP application.

{
  "require": {
    "sendgrid/php-http-client": "^3.13.0"
  }
}





Then at the top of your PHP script require the autoloader:

require __DIR__ . '/vendor/autoload.php';





Then from the command line:

composer install







Install without Composer

You should create a lib directory in the directory of your application and clone to lib repositories php-http-client [https://github.com/sendgrid/php-http-client.git] and sendgrid-php [https://github.com/sendgrid/sendgrid-php.git]:

$ cd /path/to/your/app
$ mkdir lib
$ cd lib
$ git clone https://github.com/sendgrid/php-http-client.git





In the next step you should create loader.php:

$ cd /path/to/your/app
$ touch loader.php





And add the code below to the loader.php:

<?php

require_once __DIR__ . '/lib/php-http-client/lib/Client.php';
require_once __DIR__ . '/lib/php-http-client/lib/Response.php';





After it you can use the php-http-client library in your project:

<?php

include __DIR__ . '/loader.php';

$client = new SendGrid\Client();
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Quick Start

Here is a quick example:

GET /your/api/{param}/call

// include __DIR__ . '/loader.php';
require 'vendor/autoload.php';
$apiKey = YOUR_SENDGRID_API_KEY;
$authHeaders = [
    'Authorization: Bearer ' . $apiKey
];
$client = new SendGrid\Client('https://api.sendgrid.com', $authHeaders);
$param = 'foo';
$response = $client->your()->api()->_($param)->call()->get();

var_dump(
    $response->statusCode(),
    $response->headers(),
    $response->body()
);





POST /your/api/{param}/call with headers, query parameters and a request body with versioning.

// include __DIR__ . '/loader.php';
require 'vendor/autoload.php';
$apiKey = YOUR_SENDGRID_API_KEY;
$authHeaders = [
    'Authorization: Bearer ' . $apiKey
];
$client = new SendGrid\Client('https://api.sendgrid.com', $authHeaders);
$queryParams = [
    'hello' => 0, 'world' => 1
];
$requestHeaders = [
    'X-Test' => 'test'
];
$data = [
    'some' => 1, 'awesome' => 2, 'data' => 3
];
$param = 'bar';
$response = $client->your()->api()->_($param)->call()->post($data, $queryParams, $requestHeaders);

var_dump(
    $response->statusCode(),
    $response->headers(),
    $response->body()
);





If there is an issues with the request, such as misconfigured CURL SSL options, an InvalidRequest will be thrown
with message from CURL on why the request failed. Use the message as a hit to troubleshooting steps of your environment.
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Usage


	Usage Examples





Environment Variables

You can do the following to create a .env file:

cp .env_example .env

Then, just add your API Key into your .env file.
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How to Contribute

We encourage contribution to our libraries, please see our CONTRIBUTING guide for details.

Quick links:


	Feature Request


	Bug Reports


	Improvements to the Codebase


	Review Pull Requests
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Thanks

We were inspired by the work done on birdy [https://github.com/inueni/birdy] and universalclient [https://github.com/dgreisen/universalclient].
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About

php-http-client is maintained and funded by Twilio SendGrid, Inc. The names and logos for php-http-client are trademarks of Twilio SendGrid, Inc.

If you need help installing or using the library, please check the Twilio SendGrid Support Help Center [https://support.sendgrid.com].

If you’ve instead found a bug in the library or would like new features added, go ahead and open issues or pull requests against this repo!
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License

The MIT License (MIT)
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  If you can’t find a solution below, please open an issue [https://github.com/sendgrid/php-http-client/issues].
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Viewing the Request Body

When debugging or testing, it may be useful to examine the raw request body. In the examples/example.php file, after your API call, use this code to echo out the status code, body, and headers:

echo $response->statusCode();
echo $response->body();
echo $response->headers();





[bookmark: ssl-errors]
## Handling SSL ErrorsIf any SSL errors occur during API calls, an InvalidRequest will be thrown. This will provide information to help debug the issue further.

If the issue is caused by an unrecognized certificate, it may be possible that PHP is unable to locate your system’s CA bundle. An easy fix would be requiring the composer/ca-bundle package - this library will automatically detect and use that to locate the CA bundle, or use Mozilla’s as a fallback.
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Usage

Usage examples for SendGrid php-http-client


Initialization

// If running this outside of this context, use the following include and
// comment out the two includes below
// require __DIR__ . '/vendor/autoload.php';
include(dirname(__DIR__) . '/lib/Client.php');
// This gets the parent directory, for your current directory use getcwd()
$path_to_config = dirname(__DIR__);
$apiKey = getenv('SENDGRID_API_KEY');
$headers = ['Authorization: Bearer ' . $apiKey];
$client = new SendGrid\Client('https://api.sendgrid.com', $headers, '/v3');
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GET


GET Collection

$query_params = ['limit' => 100, 'offset' => 0];
$request_headers = ['X-Mock: 200'];
$response = $client->api_keys()->get(null, $query_params, $request_headers);
echo $response->statusCode();
echo $response->body();
echo $response->headers();







GET with auto retry on rate limit

$query_params = ['limit' => 100, 'offset' => 0];
$request_headers = ['X-Mock: 200'];
$retryOnLimit = true;
$response = $client->api_keys()->get(null, $query_params, $request_headers, $retryOnLimit);
echo $response->statusCode();
echo $response->body();
echo $response->headers();
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DELETE

$response = $client->api_keys()->_($api_key_id)->delete();
echo $response->statusCode();
echo $response->body();
echo $response->headers();
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POST

$request_body = [
    'name' => 'My PHP API Key',
    'scopes' => [
        'mail.send',
        'alerts.create',
        'alerts.read'
    ]
];
$response = $client->api_keys()->post($request_body);
echo $response->statusCode();
echo $response->body();
echo $response->headers();
$response_body = json_decode($response->body());
$api_key_id = $response_body->api_key_id;
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PUT

$request_body = [
    'name' => 'A New Hope',
    'scopes' => [
        'user.profile.read',
        'user.profile.update'
    ]
];
$response = $client->api_keys()->_($api_key_id)->put($request_body);
echo $response->statusCode();
echo $response->body();
echo $response->headers();
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PATCH

$request_body = [
    'name' => 'A New Hope'
];
$response = $client->api_keys()->_($api_key_id)->patch($request_body);
echo $response->statusCode();
echo $response->body();
echo $response->headers();
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  This directory provides examples for specific use cases. Please open an issue [https://github.com/sendgrid/php-http-client/issues] or make a pull request for any use cases you would like us to document here. Thank you!
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Docker

You can run the example code at examples/example.php in a Docker container.

From the root directory:

cp examples/.env_sample .env





Update the .env file with your SendGrid API Key. If you don’t have one, you can get one here [https://sendgrid.com/free?source=php-http-client].

Add the .env file to your .gitignore file if you are publishing your code publically.

source .env
docker build --build-arg sendgrid_apikey=$SENDGRID_API_KEY -t client .
docker run client php examples/example.php





You should see a list of your SendGrid API Keys.
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How To Contribute to Twilio SendGrid Repositories via GitHub

Contributing to the Twilio SendGrid repositories is easy! All you need to do is find an open issue (see the bottom of this page for a list of repositories containing open issues), fix it and submit a pull request. Once you have submitted your pull request, the team can easily review it before it is merged into the repository.

To make a pull request, follow these steps:


	Log into GitHub. If you do not already have a GitHub account, you will have to create one in order to submit a change. Click the Sign up link in the upper right-hand corner to create an account. Enter your username, password, and email address. If you are an employee of Twilio SendGrid, please use your full name with your GitHub account and enter Twilio SendGrid as your company so we can easily identify you.





	Fork [https://help.github.com/fork-a-repo/] the sendgrid-php [https://github.com/sendgrid/sendgrid-php] repository:





	Clone  your fork via the following commands:




# Clone your fork of the repo into the current directory
git clone https://github.com/your_username/sendgrid-php
# Navigate to the newly cloned directory
cd sendgrid-php
# Assign the original repo to a remote called "upstream"
git remote add upstream https://github.com/sendgrid/sendgrid-php






Don’t forget to replace your_username in the URL by your real GitHub username.





	Create a new topic branch (off the main project development branch) to contain your feature, change, or fix:




git checkout -b <topic-branch-name>






	Commit your changes in logical chunks.




Please adhere to these git commit message guidelines [http://tbaggery.com/2008/04/19/a-note-about-git-commit-messages.html] or your code is unlikely be merged into the main project. Use Git’s interactive rebase [https://help.github.com/articles/interactive-rebase] feature to tidy up your commits before making them public. Probably you will also have to create tests (if needed) or create or update the example code that demonstrates the functionality of this change to the code.


	Locally merge (or rebase) the upstream development branch into your topic branch:




git pull [--rebase] upstream main






	Push your topic branch up to your fork:




git push origin <topic-branch-name>






	Open a Pull Request [https://help.github.com/articles/creating-a-pull-request/#changing-the-branch-range-and-destination-repository/] with a clear title and description against the main branch. All tests must be passing before we will review the PR.





Important notice

Before creating a pull request, make sure that you respect the repository’s constraints regarding contributions. You can find them in the CONTRIBUTING.md file.



Repositories with Open, Easy, Help Wanted, Issue Filters


	Python SDK [https://github.com/sendgrid/sendgrid-python/issues?utf8=%E2%9C%93&q=is%3Aopen+label%3A%22difficulty%3A+easy%22+label%3A%22status%3A+help+wanted%22]


	PHP SDK [https://github.com/sendgrid/sendgrid-php/issues?utf8=%E2%9C%93&q=is%3Aopen+label%3A%22difficulty%3A+easy%22+label%3A%22status%3A+help+wanted%22]


	C# SDK [https://github.com/sendgrid/sendgrid-csharp/issues?utf8=%E2%9C%93&q=is%3Aopen+label%3A%22difficulty%3A+easy%22+label%3A%22status%3A+help+wanted%22]


	Ruby SDK [https://github.com/sendgrid/sendgrid-ruby/issues?utf8=%E2%9C%93&q=is%3Aopen+label%3A%22difficulty%3A+easy%22+label%3A%22status%3A+help+wanted%22]


	Node.js SDK [https://github.com/sendgrid/sendgrid-nodejs/issues?utf8=%E2%9C%93&q=is%3Aopen+label%3A%22difficulty%3A+easy%22+label%3A%22status%3A+help+wanted%22]


	Java SDK [https://github.com/sendgrid/sendgrid-java/issues?utf8=%E2%9C%93&q=is%3Aopen+label%3A%22difficulty%3A+easy%22+label%3A%22status%3A+help+wanted%22]


	Go SDK [https://github.com/sendgrid/sendgrid-go/issues?utf8=%E2%9C%93&q=is%3Aopen+label%3A%22difficulty%3A+easy%22+label%3A%22status%3A+help+wanted%22]


	Python SMTPAPI Client [https://github.com/sendgrid/smtpapi-python/issues?utf8=%E2%9C%93&q=is%3Aopen+label%3A%22difficulty%3A+easy%22+label%3A%22status%3A+help+wanted%22]


	PHP SMTPAPI Client [https://github.com/sendgrid/smtpapi-php/issues?utf8=%E2%9C%93&q=is%3Aopen+label%3A%22difficulty%3A+easy%22+label%3A%22status%3A+help+wanted%22]


	C# SMTPAPI Client [https://github.com/sendgrid/smtpapi-csharp/issues?utf8=%E2%9C%93&q=is%3Aopen+label%3A%22difficulty%3A+easy%22+label%3A%22status%3A+help+wanted%22]


	Ruby SMTPAPI Client [https://github.com/sendgrid/smtpapi-ruby/issues?utf8=%E2%9C%93&q=is%3Aopen+label%3A%22difficulty%3A+easy%22+label%3A%22status%3A+help+wanted%22]


	Node.js SMTPAPI Client [https://github.com/sendgrid/smtpapi-nodejs/issues?utf8=%E2%9C%93&q=is%3Aopen+label%3A%22difficulty%3A+easy%22+label%3A%22status%3A+help+wanted%22]


	Java SMTPAPI Client [https://github.com/sendgrid/smtpapi-java/issues?utf8=%E2%9C%93&q=is%3Aopen+label%3A%22difficulty%3A+easy%22+label%3A%22status%3A+help+wanted%22]


	Go SMTPAPI Client [https://github.com/sendgrid/smtpapi-go/issues?utf8=%E2%9C%93&q=is%3Aopen+label%3A%22difficulty%3A+easy%22+label%3A%22status%3A+help+wanted%22]


	Python HTTP Client [https://github.com/sendgrid/python-http-client/issues?utf8=%E2%9C%93&q=is%3Aopen+label%3A%22difficulty%3A+easy%22+label%3A%22status%3A+help+wanted%22]


	PHP HTTP Client [https://github.com/sendgrid/php-http-client/issues?utf8=%E2%9C%93&q=is%3Aopen+label%3A%22difficulty%3A+easy%22+label%3A%22status%3A+help+wanted%22]


	C# HTTP Client [https://github.com/sendgrid/csharp-http-client/issues?utf8=%E2%9C%93&q=is%3Aopen+label%3A%22difficulty%3A+easy%22+label%3A%22status%3A+help+wanted%22]


	Java HTTP Client [https://github.com/sendgrid/java-http-client/issues?utf8=%E2%9C%93&q=is%3Aopen+label%3A%22difficulty%3A+easy%22+label%3A%22status%3A+help+wanted%22]
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A lightweight and fast PHP ECDSA


Overview

This is a PHP implementation of the Elliptic Curve Digital Signature Algorithm. It is compatible with PHP 5.5+. Please note that this library relies heavily on the openssl package for PHP, so - depending on you PHP installation - you may need to re-compile it with the “–with-openssl” flag.



Installation


Composer

To install the package with Composer, run:

composer require starkbank/ecdsa





To use the bindings, use Composer’s autoload:

require_once('vendor/autoload.php');








Curves

The module is wrapped around the builtin openssl functions, so all standar curves should be supported. The default is secp256k1.



Speed

We ran a test on a MAC Pro i7 2017. We ran the library 100 times and got the average time displayed bellow:

| Library            | sign          | verify  |
| —————— |:————-:| ——-:|
| starkbank-ecdsa    |     0.6ms     |  0.4ms  |



Sample Code

How to sign a json message for Stark Bank [https://starkbank.com]:

# Generate privateKey from PEM string
$privateKey = EllipticCurve\PrivateKey::fromPem("
    -----BEGIN EC PARAMETERS-----
    BgUrgQQACg==
    -----END EC PARAMETERS-----
    -----BEGIN EC PRIVATE KEY-----
    MHQCAQEEIODvZuS34wFbt0X53+P5EnSj6tMjfVK01dD1dgDH02RzoAcGBSuBBAAK
    oUQDQgAE/nvHu/SQQaos9TUljQsUuKI15Zr5SabPrbwtbfT/408rkVVzq8vAisbB
    RmpeRREXj5aog/Mq8RrdYy75W9q/Ig==
    -----END EC PRIVATE KEY-----
");


# Create message from json
$message = array(
    "transfers" => array(
        array(
            "amount" => 100000000,
            "taxId" => "594.739.480-42",
            "name" => "Daenerys Targaryen Stormborn",
            "bankCode" => "341",
            "branchCode" => "2201",
            "accountNumber" => "76543-8",
            "tags" => array("daenerys", "targaryen", "transfer-1-external-id")
        )
    )
);

$message = json_encode($message, JSON_PRETTY_PRINT);

$signature = EllipticCurve\Ecdsa::sign($message, $privateKey);

# Generate Signature in base64. This result can be sent to Stark Bank in header as Digital-Signature parameter
echo "\n" . $signature->toBase64();

# To double check if message matches the signature
$publicKey = $privateKey->publicKey();

echo "\n" . EllipticCurve\Ecdsa::verify($message, $signature, $publicKey);





Simple use:

# Generate new Keys
$privateKey = new EllipticCurve\PrivateKey;
$publicKey = $privateKey->publicKey();

$message = "My test message";

# Generate Signature
$signature = EllipticCurve\Ecdsa::sign($message, $privateKey);

# Verify if signature is valid
echo "\n" . EllipticCurve\Ecdsa::verify($message, $signature, $publicKey);







OpenSSL

This library is compatible with OpenSSL, so you can use it to generate keys:

openssl ecparam -name secp256k1 -genkey -out privateKey.pem
openssl ec -in privateKey.pem -pubout -out publicKey.pem





Create a message.txt file and sign it:

openssl dgst -sha256 -sign privateKey.pem -out signatureDer.txt message.txt





It’s time to verify:

$publicKeyPem = EllipticCurve\Utils\File::read("publicKey.pem");
$signatureDer = EllipticCurve\Utils\File::read("signatureDer.txt");
$message = EllipticCurve\Utils\File::read("message.txt");

$publicKey = EllipticCurve\PublicKey::fromPem($publicKeyPem);
$signature = EllipticCurve\Signature::fromDer($signatureDer);

echo "\n" . EllipticCurve\Ecdsa::verify($message, $signature, $publicKey);





You can also verify it on terminal:

openssl dgst -sha256 -verify publicKey.pem -signature signatureDer.txt message.txt





NOTE: If you want to create a Digital Signature to use in the Stark Bank [https://starkbank.com], you need to convert the binary signature to base64.

openssl base64 -in signatureDer.txt -out signatureBase64.txt





You can also verify it with this library:

$signatureDer = EllipticCurve\Utils\File::read("signatureDer.txt");

$signature = EllipticCurve\Signature::fromDer($signatureDer);

echo "\n" . $signature->toBase64();







Run all unit tests

php tests/test.php
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PHS testing environment

Note: PHPUnit 9 requires PHP 7.3+. It is recommended you use PHP 7.3+ in tests.
If this is not posible, you will have to use older version of PHPUnit that is compatible with your PHP version.
Also, take in cosideration PHPUnit uses generators [https://www.php.net/manual/ro/language.generators.overview.php], meaning minimum PHP version required is 5.5.0.

All context classes M